Blockchain is increasingly being used as a distributed, anonymous, trustless framework for energy trading in smart grids. However, most of the existing solutions suffer from reliance on Trusted Third Parties (TTP) and processing overheads. In our previous work, we have proposed a Secure Private Blockchain-based framework (SPB) for energy trading to address the aforementioned challenges. In this paper, we present a proof-on-concept implementation of SPB on the Ethereum private network to demonstrates SPB's applicability for energy trading. We benchmark SPB's performance against the relevant state-ofthe-art. The implementation results demonstrate that SPB incurs lower overheads and monetary cost for end users to trade energy compared to existing solutions.
I. INTRODUCTION
Power systems are experiencing profound changes with the penetration of distributed renewable energy sources and energy storage systems, deployment of advanced metering and sensing facilities, and participation of flexible power loads. With these technical developments, traditional energy consumers in power distribution networks (e.g., residential buildings) are increasingly being transformed to energy prosumers (producers-and-consumers) . As a result, in recent years there has been interest on facilitating peer-to-peer energy trading among prosumers in power distribution. Alongside its potential benefits, peer-to-peer energy trading involves challenges of security, privacy, and reliance on Trusted Third Parties (TTPs).
Blockchain has significant potential to underpin a distributed energy trading solution due to its salient features including decentralization, security, auditability, and anonymity. In blockchain, interactions between nodes are known as transactions. Particular nodes in the network, known as miners, periodically collect pending transactions and form a new block. The miners receive incentives for storing transactions in blockchain in the form of transaction fee paid by the transaction generators. The authors in [1] proposed a blockchainbased platform for energy trading. However, the existing blockchain-based solutions for energy trading suffer from the following challenges: i) reliance on Trusted Third Party (TTP) brokers to ensure that both sides of energy trade fulfill their commitments and ii) blockchain overheads.
We recently proposed a Secure Private Blockchain-based (SPB) energy trading framework to address the aforementioned challenges [2] . To eliminate TTP, SPB introduces The first and second authors have the same contribution in the paper. 978-1-7281-1328-9/19/$31.00 2019 IEEE atomic meta-transactions where a transaction is considered to be valid if and only if it is coupled with another transaction. SPB introduces a new routing algorithm to enable the energy producer and consumer to directly negotiate the energy price, thus reducing the overhead compared to conventional methods where negotiation packets are broadcast.
The main contribution of the current paper is to evaluate a Proof-of-Concept (PoC) implementation of SPB. We implement the core SPB functions on top of the Ethereum private network. We use two Raspberry Pi3s where one mimics the smart meter of the energy consumer and the other acts as the solar panel of the energy producer. We utilize a standard Macbook Pro 2015 as the miner. The implementation shows the applicability of SPB for distributed energy trading. The results demonstrate SPB reduces delay and monetary cost as compared to the existing solutions from the end user perspective. We also show that SPB reduces the blockchain memory footprint by 40%, and the associated end-to-end delay in energy trading by up to 35% as compared to a baseline method.
The rest of the paper is organized as follows. Section II discusses the necessary background. Section III outlines the implementation setup and discusses the results. Finally, Section IV concludes the paper and outlines future works.
II. BACKGROUND
In this section, we discuss the related work in energy trading. The authors in [1] proposed a blockchain-based energy trading platform where the energy producer and consumer can negotiate the energy price. The energy is transfered to an asset and the ownership of the asset is traded in Bitcoin. To protect against malicious energy producers that may attempt to sell a given block of energy to multiple consumers, the energy company keeps track of traded assets and verifies if an asset is being traded.
In [3] the energy bids and requests are stored in a central database that is then used by the producers and consumers to find a match to sell/buy energy. To protect privacy, the PK of the producer or consumer is sent to a mixing service which assigns a new completely random PK to the prosumer.
The authors in [4] proposed a distributed solution for trading goods including energy using Ethereum that relies on smart contracts. Once the buyer and seller agreed on the price, the buyer pays the price of the good to the smart contract. Once the payment transaction is stored in the blockchain, the seller transfers the goods to the buyer. The buyer confirms receipt by sending a confirmation to the smart contract which triggers the smart contract to pay the price to the seller.
Collectively, the state-of-the-art blockchain-based energy trading solutions, suffer from the following limitations:
• Reliance on TTP: In energy trading, both sides of the trade must fulfill their commitments. Achieving this trust in blockchain is challenging due to its distributed nature. To address this challenge, most of the existing works rely on TTPs that monitors the entire energy trading process. However, TTP suffers from the inherent limitations associated with centralization and may also compromise the privacy of the participants as it monitors the details of trades. • Blockchain overheads: Some of the existing works such as [1] employ POW and Bitcoin as the underlying consensus and payment solutions which results in significant overheads.
To address these limitations in this paper we base our study on SPB which is designed with the goal of overcoming the aforementioned issues. We provide a brief overview of SPB in the rest of this section as background for the proposed implementation. Full details of SPB are available in [2] . In SPB, the participating nodes in the smart grid including energy producers, consumers, and prosumers jointly manage the blockchain by storing and verifying transactions and blocks. The producer instantiates an energy account which is a ledger of transactions generated by the producer. To generate the energy account, the user either has to burn coin in Bitcoin, i.e., pay specific amount to an unknown address, or receive certificate from authorities, e.g., energy companies. The producer progressively adds blocks of energy to his account, as they are generated, along with the energy price. To do so, the producer deploys a smart contract that can be used for all its energy trading. A producer may also utilize the smart contract generated by another producer as smart contracts share the same functions. The smart contract maintains the amount and price of energy for energy producers.
The energy consumer initiates a query to search for the available energy and price by exploring the blockchain. This search is similar to searching for unspent transactions in Bitcoin. To eliminate the need for TTP, SPB introduces the notion of atomic meta-transactions which comprises the following two transactions that must be lodged in sequence:
• Commit To Pay (CTP): This transaction is generated by the energy consumer to commit to pay the energy price to the producer. The CTP does not transfer money to the consumer account, but rather puts the money on hold till the energy trading concludes. An expiry time is included in the CTP to return the money back to the consumer account if the producer does not transfer energy. • Energy Receipt Confirmation (ERC): This transaction is generated by the smart meter of the consumer when it receives the traded energy. It is assumed that smart meters are tamper resistance and thus ERC cannot be faked.
Once both CTP and ERC are generated, a smart contract is triggered which pays the price of the energy to the producer.
Recall that SPB uses Ethereum as the underlying blockchain and thus employs Ether as the currency for energy price payments. To reduce the associated overheads and delays, the CTP is not stored in the blockchain. The miners maintain a separate database, known as CTP database, to store all CTP transactions. To ensure consistency of the CTP database, each miner stores the hash of its CTP database as a field in the block header of newly mined blocks.
III. PROOF-OF-CONCEPT (POC)
This section outlines the details of PoC implementation of SPB. Figure 1 depicts the PoC network architecture. Our implementation contains blockchain network, a smart contract, and devices. The blockchain network consists of the Ethereum testnet which executes the smart contract and communicates with other devices. All devices (to be discussed later in this section) join the Ethereum private testnet using a Python extension. Recall that in SPB miners maintain a CTP database to store CTP transactions. To achieve this functionality in the Ethereum testnet, we implement a Python extension that runs on each node which facilitates propagation, generation and storage of SPB transactions.
We implement a smart contract using Solidity [5] and run it on Ethereum testnet. The smart contract contains a function for adding energy to the balance of each energy producer and verifying the ERC. The energy producer can add energy to his account by sending a transaction to the smart contract with the amount and price of the energy. When a new ERC is generated, the smart contract verifies if the corresponding CTP is present in the CTP database. In case of a match, the CTP is stored in the blockchain which triggers the payment of the committed funds in the CTP transaction to the producer. Note that, the ERC transaction is not stored in the blockchain.
We employed two Raspberry Pi3 and a Macbook Pro 2015 with 16 GB RAM and 2.2 GHz Intel Core i7 CPU as participants in the energy trading. The Pi devices represent the smart meter of the energy consumer and solar panel of the energy producer while the laptop serves as the miner. The Pi devices use a Python extension to communicate with Ethereum network and generate transactions. To generate a CTP, we run the following command line in the Pi device:
CTP tx_addr tx_amount tx_energy
where tx addr is the Ethereum address of the producer, and tx amount is the amount of Ether being committed by the consumer as the energy price. This command creates an entry in the CTP database on the miners through a Python extension. The Python extension also allocates an ID to the CTP in the database which is referenced in the corresponding ERC transaction as outlined later in this section. Finally, tx energy represents the amount of energy to be transfered. The laptop, i.e., the miner, collects transactions and forms new blocks each 15 seconds that is the mining period in Ethereum. We run the following command in the Pi device representing the smart meter of the consumer to generate ERC:
ERC CTP_ID energy_amount
Where CTP ID is the ID of the corresponding CTP stored in the CTP database and energy amount is the amount of the received energy. The Python extension then sends the ERC to the smart contract which verifies if the corresponding CTP transaction exists in the CTP database. If verified, the miners add the CTP to the blockchain which in turn triggers the payment of the energy price.
Each CTP is associated with an expiry time which denotes the time period by which the corresponding ERC must be generated. The Python extension code running on the consumer maintains a timer for this duration. If the producer does not transfer energy before the expiry of the timer, then the consumer uses the Python extension to remove the CTP from the CTP database and thus releases the corresponding money to the consumer.
A. Applicability
We first study the applicability of SPB for energy trading by implementing two scenarios depicting a reliable and unreliable producer, respectively. The former depicts a properly executed energy trade where the consumer and producer follow the normal steps of operation of SPB. The latter simulates a situation where the producer acts maliciously and does not transfer energy to the consumer after receipt of the CTP.
Reliable energy producer scenario: In this scenario the energy consumer and producer fulfill their commitments. The first step for trading energy is smart contract deployment. The consumer deploys the smart contract in Ethereum testnet which is used for all energy trading performed by the consumer. To reduce the associated overhead with storing the smart contract, multiple users may use the same contract as the contract is independent of the contract generator. The energy consumer then generates CTP using the command outlined in Section III and broadcasts this transaction to the network. The Python extension collects the transaction and adds it to the CTP database. Upon receipt of the CTP transaction, the energy producer starts transferring energy to the consumer. After receiving the agreed energy, the smart meter of the consumer generates the ERC. The ERC completes the second step of the atomic meta-transaction. The smart contract then verifies the ERC. Finally, the negotiated energy price is paid out to the energy producer.
Unreliable energy producer scenario: In this scenario the energy consumer does not fulfill his commitment and refuses to transfer energy after receiving CTP. The first 3 steps are as in reliable energy producer scenario. Next, the energy producer does not transfer energy to the consumer. Recall that CTP does not transfer money to the prosumer account as it requires the corresponding ERC to be generated. The CTP contains an Expiry time which is the time period within which the ERC must be generated. Once the expiry time is reached, the Python extension in the consumer site sends a timeout request to the miners. Finally, the CTP will be removed and the money is refunded to the consumer account.
A demonstration of the implementation of these scenarios is available online at [6].
B. Performance evaluation
• End-to-End delay: is the time taken by the entire energy trading process to complete. As the time for transferring energy is independent of the proposed energy trading framework, we disregard this delay. Thus, the delay basically represents the time taken to generate, broadcast, and store all transactions necessary to manifest the trade in the blockchain. • Cost: represents the total amount of monetary cost that the end user has to pay as transaction fee for trading energy. Recall that each transaction involves a transaction fee that is an incentive for the miner to store transactions in the blockchain. • Throughput: represents the number of energy trading processes that can be completed in each minute. Throughput is impacted by the delay in mining transactions in the blockchain that is fundamental metric particularly in large scale smart grids when the number of energy trading transactions increases. • Blockchain size: represents the memory footprint of the blockchain for storing all energy trading related transactions. This particularly impacts the blockchain management cost and overhead for the participating nodes and affects scalability.
The results presented in the rest of the paper are averaged over 100 runs of the experiments. Table I presents the simulation results for different performance metrics. In the rest of this section we discuss the PoC results. 1) End-to-End Delay: The simulation results are shown in the first row of Table I . SPB reduces delay for energy trading as only one transaction is stored in the blockchain compared to three transactions in the baseline. Recall that once the user generates the CTP, it is stored in a separate database rather than in the blockchain, which avoids the need for its inclusion in the consensus process and in turn reduces delay. The results show SPB reduces the end-to-end delay by 35% compared to baseline.
2) Cost: In the baseline method three transactions must be stored in the blockchain for each energy trade which include: the smart contract, the payment made by the consumer to the smart contract, and the smart contract payment to the producer. However, in SPB only one transaction needs to be stored which is the final CTP once the smart meter of the consumer generates the ERC. It is assumed that the cost for storing each transaction is 20 Ether. The second row in Table I illustrates the monetary cost incurred by both methods. As can be seen SPB reduces the monetary cost for the end user to 20 Ethers as compared to baseline with 60 Ethers.
3) Throughput: The third row in Table I represents the network throughput for SPB and the baseline. In SPB 6 energy trading can be completed per minute, while in baseline only 3 trades can be completed. Recall that in SPB only one transaction is stored in the blockchain compared to three transactions in baseline for each energy trading. Note that the end-toend delay to complete a single trade is 5.8(s) in SPB, while based on the throughput results, 6 trades can be completed per minutes in SPB. The additional delay is the result of the delay in mining and distributing new blocks, which makes throughput relatively larger than end-to-end delay. 4) Blockchain size: SPB stores fewer transactions as compared to the baseline in the blockchain. The final row in Table I illustrates the memory footprint for the two methods. The blockchain size is measured once 100 energy trades have been actioned in both methods. As shown, the blockchain size reaches 520 KB in SPB as compared to 860 KB in the baseline. In the baseline for each energy trading three transactions are stored, while in SPB only one transaction, that is the CTP, is stored in the blockchain. SPB reduces the size of the blockchain which potentially reduces blockchain management cost incurred in the miners and increases scalability.
IV. CONCLUSION AND FUTURE WORK
Recently blockchain applications in smart energy trading have received tremendous attention due to its salient features that include decentralization, security, and privacy. However, existing blockchain-based solutions suffer from lack of privacy, reliance on Trusted Third Parties (TTP), and blockchain overheads. In this paper, we presented a Proof of Concept (PoC) implementation of a Secure Private Blockchain-based (SPB) energy trading framework. We implemented SPB on Ethereum private network. We built a Python network that enables us to modify Ethereum network behavior to be consistent with SPB. The PoC results showed SPB reduces cost, blockchain size, and processing time for energy trading.
In our future work, we plan to extend the current research in the following directions: (1) develop a new blockchain-based and energy-oriented virtual currency system that integrates a new consensus algorithm based on the prosumer's demand response effort; (2) develop a peer-to-peer energy trading market structure, which is automated by both SPB and building energy management systems; (3) evaluate the scalability of SPB using a larger testbed where multiple energy consumers and producers negotiate and trade energy.
